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Disclaimer

The content of this report is highly confidential and may include critical information on
EESMSAFE.MO.COM systems, network, and applications. The report should be shared only with

intended parties.

Although maximum effort has been applied to make this report accurate, Neamul Kabir Emon
cannot be held responsible for inaccuracies or systems changes after the report has been

issued since new vulnerabilities may be found once the tests are completed.

Moreover, Neamul Kabir Emon cannot be held responsible on how the report is implemented
and changes made to EESMSAFE.MO.COM. Systems based on the recommendations of this
report. Guidance should be taken from a network and security expert on how best to

implement the recommendations.

All other information and the formats, methods, and reporting approaches is the intellectual
property of Neamul Kabir Emon and is considered proprietary information and is provided in

confidence to EESMSAFE.MO.COM for the purpose of internal use only.

Any copying, distribution, or use of any of the information set forth herein or in any attachments
hereto form outside of EESMSAFE.MO.COM authorized representatives is strictly prohibited

unless Example EESMSAFE.MO.COM obtains prior written consent of Neamul Kabir Emon.

Page 1 of 17 Copyright © 2022 N Security Service Provider, All rights reserved. PTR-1685



Penetration Test Report

Table of Contents

DOCUMENT CONTIOL ..ottt e e s s b et e s s ssaa e e s sasnaaeessnnne 1
Dol =1 V=T PP OOPPTPP 1
EXECUTIVE SUMIMIAIY ...ttt ettt st e e st e s bt e e sbbeesabeessabeeesabeeesabaeesaseeesaseeesnseens 3
SECUIEY POSTUIE .ttt st e s st e s sab e e e sab e e e sabaeesabaeesanees 3
AT d g ToTe [o] Lo} = OO OO OO OO OO P PSRRI 5
TOOIS ULIHIZEA ...t sb e s 5
(DL =11 [=Te [ o g o [T =4O OO OO ROP R 6

https://92.3.102.27:4444 ..........c.ooeeeeeeeeeee ettt st sttt st s st 6

1. Microsoft IIS tilde directory enumeration - [glIsliIR@SOIVEQ...................cocerveieninininienene 7

2. Password field submitted using GET method - Medium-

3. TLS 1.0 enabled - Medium - .............................................................................................. 10

9. Login page password-guessing attack- ........................................................................................... 20
CONCIUSION Lttt ettt b ettt sat e s bt e s b e et e e st e sate s bt e bt enbesabesaeesbeebeenbesanesanes 23
RECOMMENAALIONS ..ttt ettt ettt et et st e bt e be et e sabesbeesbeenbeenbesasesanenseens 24

Page 2 of 17 Copyright © 2022 N Security Service Provider, All rights reserved. PTR-1685



Penetration Test Report

Executive Summary

| was tasked with performing a black box penetration test towards https://92.3.102.27:4444
which revealed a need for Immediate Attention. The test was conducted on total 1 targets under

an emergency 1 Days period.

Security tests were conducted from internet over the period from 19 May, 2022 to 20 May, 2022
with no prior knowledge of https://92.3.102.27:4444 state of security for the systems under
tests. | have performed full penetration test but there is no weakness in taking complete access

to the site.

The environment was found to some vulnerabilities, including one very serious security flaws
such as Microsoft IIS tilde directory enumeration which makes them possible sensitive
information disclosure. Putting the https://92.3.102.27:4444 at it is not possible to do much

damage with this weakness

It appears that the overall security posture is extremely
great, and no compliance to best practices. These servers
and sites are secure don't have direct accessible

vulnerability. https://92.3.102.27:4444.

= High Medium = Low In conclusion, based on the results of the tests, | believe that
the https://92.3.102.27:4444 presents 1 High severity vulnerability & 2 medium vulnerability of
performing complete penetration test .below the expected level of security, therefore the

overall assessment was rated as “GREAT".

Security Posture
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The scope was to exploit vulnerabilities on https://92.3.102.27:4444 servers and apps that

may be exploited by malicious attack. The aim of the tests was to go as far as possible.

NOTE:- Dots Color Signify > =Bl Orange - Mid Risk _ Grey - Safe

Network Range - 192.168.26.0/24
-
» |
ok ©)
4 192.168.26.42

192.168.26.43
il il
r— 3 —
> .
0's O
102 168.25.45 192 168.26.47 192.188.26.49

By this map, it is extremely clear that the organizational security measures, policies, practices
and procedures are aligned with the industry best practices. More than 10% of the tested
infrastructure is in a critical state with High level of Risk. Total Site is a very secure new

website with no such triticale weakness. Fix high and medium weaknesses first

TOTAL NUMBER OF VULNERABILITIES (including all 1 target machines)

Total Findings

Overall Security Rating - Immediate Attention and Action Required
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Methodology

| utilized a widely adopted approach to performing penetration testing during the tests to test
how well the target environment is secured. Below, a breakdown of the applied methodology

is provided.

Information Vulnerability 0 Post House

¢ Information Gathering - Reconnaissance [Foot printing, Scanning and Enumeration]
¢ Vulnerability Analysis - Researching Potential Vulnerabilities and Analyzing them

e Exploitation - Using Exploits in order to validate the vulnerabilities of the target

e Post Exploitation - Everything that should be performed after successful exploitation

e House Cleaning - Ensuring that the Remnants of the Penetration Test are removed

Tools Utilized

Tools used by me were Industry Grade in a combination of Open Source and Commercial

Licenses.

1. Nmap - Industry’s Most Commonly used Open-Source Scanning Tool

Metasploit Framework - Industry Grade Most Popular Pen-Testing Framework Toolset
BurpSuite Professional - Best in Class Suite of Tools for Web Application Assessment
Nikto - Web Server Audit Tool

Dirbuster - Directory & Web Files Enumeration Tool

o un kW N

Wpscan - Most popular Word press Website Security scanning tool

Page 5 of 17 Copyright © 2022 N Security Service Provider, All rights reserved. PTR-1685



Penetration Test Report

Detailed Findings

I HOST - https://92.3.102.27

Name: https://92.3.102.27:4444
IP: 92.3.102.27 @
Type: Windows server

This host contains — ‘
1. Microsoft-11S/10.0

2. Identified Technologies ASP.NET

N

g &

92.3.102.27

Operating System: Windows

Number of Vulnerabilities by Severity

3
2
High, 0 MEDIUM, 0
1
Low, 0
0 ] _
High Medium Low
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1. Microsoft IIS tilde directory enumeration - -
[Note: Your developer has solved this vulnerability - Renamed or
removed this IIS Directory or file]

arabil e senitive information disclosure.

::j Cancel <|v >|r

sst Response
Params | Headers | Hex Raw | Headers | Hex | HTML | Render
3 /TEMP//*~1*/a.aspx?aspxerrorpath=/&=&=&=6=6=6=&=&=&=6= E=E=E=E=E&=E=6= E=E=E=E=E=E=6= E=E=E=E=E=E=E=E=E=E=&= A

L r
: text/html, application/xhtml+xml,application/xml:q=0.9,*/*;¢q=0.8

-Encoding: gzip,dsflats

gent: Mozilla/5.0 (Windows NT 10.0; Winf4; x£4) AppleWsbKit/537.36 (KHTML, like Gecko) Chroms/83.0.4103.61
/537.36

32.3.102.27:4444

cion: Keep-alive

:-Length: 42

t-Type: application/x-www-form-urlencodsd

I_Sessionld=hvSeleqslabz3d lafqf] ivgu

404 - File or directory not fou

This vu | nera bi | ity has been fixed e Th(_a r:source Y::u are Io_l:l)kLrIlg for might have beenr
or is temporarily unavailable.
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https://www.acunetix.com/blog/web-security-zone/windows-short-8-3-filenames-web-security-problem/
https://web.archive.org/web/20150921104258/https:/support.detectify.com/customer/portal/articles/1711520-microsoft-iis-tilde-vulnerability
https://github.com/irsdl/iis-shortname-scanner/
https://soroush.secproject.com/blog/2012/06/microsoft-iis-tilde-character-vulnerabilityfeature-short-filefolder-name-disclosure/
https://soroush.secproject.com/blog/2014/08/iis-short-file-name-disclosure-is-back-is-your-server-vulnerable/
https://cwe.mitre.org/
https://cwe.mitre.org/data/definitions/20.html
https://www.first.org/cvss/cvss-guide
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
https://www.first.org/cvss/specification-document
https://www.first.org/cvss/specification-document
https://www.first.org/cvss/specification-document
https://www.first.org/cvss/specification-document
https://www.first.org/cvss/specification-document
https://www.first.org/cvss/specification-document
https://www.first.org/cvss/specification-document
https://www.first.org/cvss/specification-document
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2. Password field submitted using GET method -Medium [Resolved]

[NOTE: Your developer has solved this vulnerability His Changed
password submitted method GET to POST]

Vul bil 5 c :

Burp Intruder Repeater Window Help

Target | Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Praoject options T User options T_A_Igg@,]_—-

—

J Intercept I HTTP history TWehSu{:kets history T Options } /

——

@J £\ Request to hitps://92.3.102.27:4444

l Forward J l Drop J [ Intercept is on ]

i ¥ ' '
J Raw | Harams | Headers | H

POST / HTTF/L1l.1

Host: 52.3.102.27:4444
Tser—Agent: Mozilla/5.0|(Windows NT 10.0; Winéd; =&4; rv:88.0) Gecko/IZ0100101 Firefox/88.0
IooerL T LenL L, arrication/xhtml4xml, application/®xml;=0.9, image/ webp, */ *;q=0.8
Aocept-Language: en-US,en;qg=0.5

Aocept-Encoding: gzip, deflate

Content-Type: application/x-wwv-form-urlencoded

Content-Length: 1214

Origin: hrttps://92.3.102.27:4444

Connection: close

Referer: https://92.3.102.27:4444/

Cookie: ASP.NET Sessionld=ll5cwnidSvdigZzejkfixffis

Tpgrade-Insecure-Eequests: L

_ EVENTTARGET=&_ EVENTARGUMENT=& LASTFOCUS=& VIEWSTATE=%ZFwEPDwWUJNTE:zNDEwOTQADZQWAWTPZETCAgGMP ZEVCAQEPZETIAgePDxY
DTCHwWFo ZGOCCOEPFgIeBEFR1eHOFCzIKIE LheSAYND IvEGOCDOSKFgIC AW QZGOWAWEZKAWEP 2BV GAQKF D TGHWF nHohDe3NDEGF zewULZXI vl 3 JJbn
wdCwnT3EoTWFph 181dG5TdWItaXonEVOCEwEPFgIf AQUEM ) AvMnRkZF x EQyTwEVHUECcg0sk3 13 5VzRP4ALIPvELSaSHEEP x5 2Ep&_ VIEWSTATEGEN
ZE1OlnOJeWEKr3g3Ls ZBTefENYS 2B% 2BiFkkl1ieUSSg3 TgCRF Tye3RTIxI 13boyLdSs 2 BCUTOYASENGWE J0i% 2B PsB=TIvwMMESC4E0JEDGeThe £
mlwX5ZF3ul0diliwvwMsLxS8coyhr 105 T49newNe iNZ 2 TS 2ByEx g lVPEWS g0y yvaF i iS8AGTkqhoePgs3D53Dect 10052 4dd 1 Lang=en-UScct 100% 2
in=gctcli0sZ4cphMains24chMobilePassword=
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https://cwe.mitre.org/
https://cwe.mitre.org/data/definitions/200.html
https://www.first.org/cvss/cvss-guide
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
https://www.first.org/cvss/specification-document
https://www.first.org/cvss/specification-document
https://www.first.org/cvss/specification-document
https://www.first.org/cvss/specification-document
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3. TLS 1.0 enabled. wedium [ResolVed] INOTE: This vulnerability has aiso

-Now this server don't using TLSv1.0.

[NOTE: Your developer has solved this vulnerability Disabled TLS
1.0]
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https://cwe.mitre.org/
https://cwe.mitre.org/data/definitions/16.html
https://www.first.org/cvss/cvss-guide
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:N/A:N
https://www.first.org/cvss/specification-document
https://www.first.org/cvss/specification-document
https://www.first.org/cvss/specification-document
https://www.first.org/cvss/specification-document
https://www.first.org/cvss/specification-document
https://www.first.org/cvss/specification-document
https://www.first.org/cvss/specification-document
https://www.first.org/cvss/specification-document
https://blog.pcisecuritystandards.org/are-you-ready-for-30-june-2018-sayin-goodbye-to-ssl-early-tls
https://support.cloudflare.com/hc/en-us/articles/205043158-PCI-3-1-and-TLS-1-2
https://92.3.102.27:4444/
https://92.3.102.27:4444/
https://92.3.102.27:4444/ScriptResource.axd
https://92.3.102.27:4444/WebResource.axd
https://92.3.102.27:4444/login.aspx
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https://cwe.mitre.org/
https://cwe.mitre.org/data/definitions/693.html
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5. Cookies with missing, inconsistent or contradictory properties

1T (Resolved

au dliLel . " -~
Request Re
J Raw T Params I Headers | Hex | ViewState ] Ri

FOST / HTTR/1.1
Host: 92.3.102.27:4444

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; =€4; rv:88.0) Gecko/Z0Ll00
Accept: text/html, application/xhtml+xml, application/=ml;g=0.9, image/
Aecept-Language: en-US,en;qg=0.5
Accept-Encoding: gzip, deflate

Content-Type: application/x-wwv-form-urlencoded
Content-Length: 1140

Origin: https://92.3.102.27:4444
Connection: close

Referer: https://92.3.102.27:4
Cookie: ASP.NET Sessionlds crvnidSvdiglizejkfx££is
Upgrade-Insecure—Reg

L

irefox/88.0

_ EVENTTARGET=&_ EVENTARGUMENT=& LASTFOCUS=& VIEWSTATE=%ZFwEPDWUJNTE:zNDEwOTQ4DI OWAMYFZEYCAQMP ZEYCAGEPZEYIAgePDRY
CHohJbWFnEZVVybhAToLi4vOXEwKIRoZVl lcy9EEZVEhdWx0LO0leYWdleySXEWIMbZ dvLlnBuZl FkAgDP ZEYEAGMPEGREF gEkAgUPD x YC HydWakIip Yinx 1a
GREAgePDxYCHWF o ZGOCCOBPFgIeEFR1eHOFC2Ix IE LheSAvND IvIGOCDOSKFgICAWE0ZGOVAWZKAREP ZEYGAGKPDx YCHUF nZGOCCwEPFg IEAWRKZAT
SDwOkFogleCyEvhbmt le XEyZX¥INzES9 vZXR lemdgZGVmTXVsdES LAHRYVhihldVudCwnT3EoTWF ph 19 1dG5TdWI taXonKVoCEwSPF g I £ AgUEN) AvMmEk Z
BZyNRE%ZBhrjGtrx3%ZFRGINF eRGIcodlQulFkFvxDrzeifs  VIEWSTATEGENERATOR=CZIEESAEE: EVENTVALIDATICHN=%IFwEcdAASZFhvh7GEZ
WETECAME ZLgNP WYY IFi3VIkSEB0ItLVged45eTo 7 InScEL s 2 FNunlFET7OvpICLv IV Iws ZELOlnOJtWEKr3g3Ls ZBTe fENTS 2B 2B iFkk 1 ieUSSq3
TgCRFTye3RTI®I 13boyLds ZBCUYOYASENGwI J0i% 2 BIPSEeT IvwHHESCAE0JEDGe T Xht £sMbDEA=dS ZEp Lt DPGS ZELfo T HgVsC1XWI HvH o kes 2F 4
SOIEnOsVeKIQCgDwlETTOnuFOS0 zcENgVOsSZiToF lucFnhee lagqU] I Ty VdSmEGRIZ 0r4r NS 2 BCmbmnXs ZF3 ul0didvwlsLxEcevhe 103 T45mSHEL D
g Agsgms ZFUgdTRE4aAdsFul DXJo lwEs ZFOAgdJEbgs3 D530 &ct 1005 Z24ddllang=en-US&ct 10052 4cphMainsZ4cxtUser=act 1005 Z24cphMain%
Z4rxtPword=&ctlO00%24cphMaint 24btnSubmit=Login&ct l00%Z24cphMaint24tbMobilelogin=&ectl00%24cphMain24tbMobilePassword

=aon 170
T

. EANE R NP Y =
7 PTE

QMo 72032 2N .3 .7¢ CMT
TICE \oa~) o orTr

T
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
https://en.wikipedia.org/wiki/Clickjacking
https://cheatsheetseries.owasp.org/cheatsheets/Clickjacking_Defense_Cheat_Sheet.html
https://stackoverflow.com/questions/958997/frame-buster-buster-buster-code-needed
https://92.3.102.27:4444/
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6. Cookies without Http only flag set- -
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7. Cookies without Secure flag set- Resolved
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8. HTTP Strict Transport Security (HSTS) not implemented- -

Resolved
URLs where HSTS isnotenabled:
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9. Login page password-guessing attack-
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Blocking Brute Force- Attacks

Conclusion

https://92.3.102.27:4444/ don't have a series of control failures, which led to a complete
compromise of many in-scope machines. | would recommend you to fix these by looking at the

weakness of High and Mediums every.
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The overall risk identified to https://92.3.102.27:4444/ as a result of the penetration test is

Medium. Attackers or hackers do not have the vulnerability to gain access from outside. | did
not find any vulnerabilities in this system that would allow hackers to gain direct access to the

server, it's a Medium risky situation.

The primary goal of this penetration test was stated as identifying if there is any weakness in

https://92.3.102.27:4444/ .

These goals of the pen test were met and in-fact much more than this. 1 High Severity and 2
Medium severity vulnerabilities were found during the test that directly affect confidentiality,
integrity and availability of the information and systems. Majority of the findings have

occasional prevalence, easy exploitability, and divesting impact with simple prevention.
It was found that your security architecture has few patterns:

] Operating Systems are Outdated and Unpatched.

] Software’s and Services are Outdated.

] Passwords are either defaults or very weak.

] Security Controls are either not defined or implemented in most cases.

1 All the vulnerabilities found have easy mitigation

In  conclusion, these vulnerabilities should not be there in the first place.

https://92.3.102.27:4444/ Corporation needs to redefine their Information Security

Management Program and rethink their processes.

Recommendations

Due to the impact to the overall organization as uncovered by this penetration test, appropriate

actions should be taken to remediate and safeguard your IT infrastructure.
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Though mitigation for specific vulnerabilities has already been given in this report,

additionally, we recommend the following;:

1. Establishment of Updates & Patch Management Program
Implementation of WAF and IPS

Source Code Review of Deployed Applications and Sanitization
Alignment of Security Policies with Industry’s Best Practices
Use a Custom 404 (Not Found Error) Page

Social Engineering training for every employee

Vulnerability Scanning on at least monthly basis (Scan - Patch - Scan Again)

© N o U M W N

Install a HIPS and DLP to stop common attacking payloads like meter-preter

Additional Items

Appendix A - References:

There are some concepts and special tools | used, to which I have given the links below -

e Kali Linux - https://www.kali.org/downloads/

e Vsftpd Exploit - rapid7.com/db/modules/exploit/unix/ftp/vsftpd 234 backdoor/

¢ Rooting Guide - blog.g0tmi1k.com/2011/08/basic-linux-privilege-escalation/

Appendix B - Glossary:

There are some technical terms in the report which are important to be explained here -

o Black Box Penetration Test - In penetration testing, black-box testing refers to a method

where an ethical hacker has no knowledge of the system being attacked. The goal of a

black-box penetration test is to simulate an external hacking. It is the most unreliable

form of penetration testing.
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e Social Engineering - It is the art of using deception to con someone into providing
information or access they would not normally have provided. It's the “human side” of

breaking into a network and preys on the qualities of human nature, such as the desire

to be helpful, the tendency to trust people and the fear of getting in trouble. According

to recent statistics, 98% of all cyber-attacks rely on social engineering.

Thank you brother

Please let me know if you have any
confusion.
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